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Abstract: Real number codes play a crucial role in correcting errors within
communication systems that involve the transmission of analog signals or
continuous data. Among these codes, Maximum Distance Separable (MDS) codes
stand out as highly efficient for error correction. The present research paper is on
the construction of a class of real number MDS codes for any desired dimension.
The main objective is to enhance the error-detection and correction capability of
a communication system through the application of a real-number code which has
the maximum distance and hence the maximum error-detection and correction
capability. The paper introduces a practical and systematic approach for encoding
and decoding of messages which are in the form of real arrays using the proposed
real MDS code. Also, an application of a real MDS code in federated learning is
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Introduction

In the realm of communication systems, particularly
those involving analog signals or continuous data
transmission, real number error correcting codes play a
pivotal role. The efficacy of error detection and correction
using a code is intricately tied to its minimum distance,
making codes with the maximum possible “minimum
distance” vparticularly desirable. These codes, named
Maximum Distance Separable (MDS) codes, are highly
sought after for their unparalleled effectiveness in error
detection and correction. The construction of an MDS code
with a given length and dimension poses a significant
research challenge in the theory of error correction coding.
In fact, finite field MDS codes are rare and they exist only
for certain parameters. This research paper addresses the
construction of a real-number MDS code for any desired
dimension. A novel construction method is used to obtain a
linear MDS code over the real field for any given dimension.
The contribution extends beyond the construction process, as
a decoding procedure that is not only theoretically robust but
also straight forward and practical for implementation is also
provided. The main objective of this work is to maximize the
error-detection and correction capability of a communication
system by using a real number MDS code. This research has
broader implications for improving the reliability of the
communication systems, especially those dealing with
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provided and illustrated with a case study.
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analog signals or continuous data, where the robustness of
error correction is utmost important. In today’s world, data is
everywhere. Data can provide valuable insights, but privacy
issues and communication limits frequently prohibit us from
consolidating it. Federated Learning (FL) is a new approach
in machine learning which solves this problem by training a
model jointly across many devices or servers without sharing
the data directly. Each server trains a local model with own
data and then sends only model changes to a central server,
which combines them to enhance the global model.

The aggregation process is the heart of federated
learning. It’s where the local knowledge from individual
servers is combined to create a more vigorous global
model. There are different ways to perform aggregation,
such as averaging or weighted averaging the updates from
all servers. An application of the real MDS code in
federated learning is provided in this work. Real MDS
code is used to detect and correct errors introduced in the
weight matrices of client models transmitted through a
noisy communication channel.

Literature Survey

Research on error control codes for communication
systems began with Shannon (1948). This work sparked the
field of coding theory, dedicated to enhancing data
transmission over noisy channels by recovering corrupted
messages through advanced encoding and decoding techniques.
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Error correcting codes were constructed to realize
Shannon’s fundamental theorem’s ideas. The invention of
Hamming codes (Hamming, 1950), was the turning point
in the evolution of coding theory. These codes possess the
ability to correct single errors and detect double errors. In
his influential work, Hamming introduced fundamental
concepts such as linear parity-check matrices and metrics,
laying the foundation for modern error-correcting code
theory.

Subsequently, Golay (1949), achieved a breakthrough
by developing two codes with enhanced error correction
capabilities, capable of correcting multiple bits
simultaneously. The Reed-Muller (RM) codes were
introduced by Muller (1954), and shortly afterwards Reed
(1954) constructed an algorithm for decoding a message
by correcting to half of its minimum distance. Afterwards,
a major advancement in the theory of coding was
independently made by Bose and Ray-Chaudhuri (1960);
Hocquenghem (1959) when they introduced a generic
technique for creating binary codes that could correct
multiple random errors. Error-correcting codes have
developed as a result of practical requirements in
communication systems, where information is frequently
sent across noise and interference. While the codes
discussed thus far have primarily been defined over finite
fields Fq, there are numerous applications where error
correction codes based on real number field are essential.

The study of codes over the real number field is
relatively new. The initial connection between codes over
finite fields and real number analysis techniques was
established in Wolf (1967). Although he didn’t introduce
codes over real number at this time, Wolf later revisited
this work in subsequent studies. Marshall (1981) is
credited with being the first to actively explore the
concept of real number codes. Their paper initiated the
basic groundwork for this field. Marshall found several
advantages for real number codes over their finite field
equivalents. First, he highlighted the growing availability
of signal-processing technology capable of effectively
handling real numbers. Marshall also realized the
possibilities for combining source-channel coding with
real number approaches. Marshall developed the notion of
“bandwidth compression”, which closely corresponds
with the solutions mentioned in this article for decreasing
overall quantization noise levels. Marshall (1984)
presents the existence and qualities of codes over the real
number field. Nair and Abraham (1990) explored the use
of codes over real number field for fault-tolerant matrix
operations. This paper illustrates how real number codes
can reduce roundoff noise during these processes. Key
contributions to the understanding and development of
real number codes can be found in Chen (2009); Jose et
al. (2006); Suresh et al. (2023); Raviv et al. (2018); Suresh
Babu et al. (2024); Zhang and Pfister (2008) each offering
valuable insights into this evolving field.

The Griesmer bound (Griesmer, 1960) establishes the
maximum length of a linear code, thereby determining the
existence of such a code. Subsequently, Solomon and
Stiffler (1965); Belov (1974) identified simplex codes that
satisfy the conditions of the Griesmer bound. Conversely,
the Singleton bound, developed by Singleton (1964),
provides a straightforward upper limit and defines a
family of codes called Maximum Distance Separable
(MDS) codes, including notable examples such as RS-
codes. These results play a fundamental role in the theory
of coding, for the design and analysis of codes for error
correction used in various communication systems.

Fundamentals of Error Correction

This section provides the essential definitions and
foundational results that are prerequisite for the
subsequent sections, laying the groundwork for a
comprehensive understanding of the topics explored in
this paper. We refer to Hamming (1950); Ling and Xing
(2003); Van Lint (1971) for these basic results.

Definition 1. Let F" be a linear space of dimension n
over a field F. An [n, k] linear code over F is a k-
dimensional subspace of F".

An [n, K] linear code C over F is categorized as a finite
field code when F is a finite field, and as a real number
code when F is the real field R.

Definition 2. If C is an [n, k] linear code over F, the
dual code of C denoted as C! is the orthogonal
complement of C.

Clearly Ct is itself a linear [n, n — k] code over F.

Remark 1:

(i) A generator matrix of a linear code C is a matrix G
whose rows form a basis for C

(if) A parity-check matrix H of a linear code C is a
generator matrix of the dual code Ct

Definition 3: If C is an [n, k]-linear code, then a
generator matrix for C must be a k x n matrix and a parity-
check matrix for C must be an (n — k) x n matrix.

Definition 4:

(i) A generator matrix of the form (l¢| X) is said to be
in standard form

(if) A parity-check matrix in the form (Y |I,-) is said to
be in standard form

Remark 2. If the generator matrix of C is in the
standard form as G = (lk| X), then the parity check matrix
isH=(X"] ).

Definition 5. Let C be an [n, k] linear code. Then the
(minimum) distance of C, denoted by d, is:

d =min {du (v, w): v, we€ C, v= w}

where dy denotes the Hamming distance.
An [n, k] linear code C with minimum distance d is
usually denoted as C [n, k, d].
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Lemma 1. Let C be a linear code and let H be a parity-
check matrix for C. Then the following statements are
equivalent:

Q) C has distance d
(i) any d — 1 columns of H are linearly independent
and H has d columns that are linearly dependent

Lemma 2. Let C be an [n, k, d] linear code. Then, C is
a (d — 1)-error detecting and [%]-error correcting code.

The Singleton bound dictates that d <n —k + 1, and codes
achieving equality with this bound are termed Maximum
Distance Separable (MDS) codes (Singleton, 1964).

Definition 6. An [n, k, d] linear error correcting code
with d = n — k + 1 is said to be a maximum distance
separable (MDS) code.

Thus, an MDS linear [n, k, d] code detects n — k errors

and corrects ["T_k] errors in a received word.

Materials and Methods

This section presents a succinct procedural framework
for constructing a Real number Maximum Distance
Separable (MDS) code for any desired dimension. The
result given below plays a vital role in the construction of
a real MDS code.

Theorem 1. Let 1 <k <n. Consider the matrix:

1 1 1 1
1 2 3 1-k
A=|1? 2 3 (n—k)?
1k—1 2k—l 3k—1 (n_k)k—l A
Let H =(-A"|l,,), where I, is the identity matrix.

Then:

(i)  Every square submatrix of A is non-singular

(i)  The rows of H are linearly independent

(iii) Any (n — k) columns of H are linearly independent

(iv) H has (n — k + 1) columns that are linearly
dependent

Proof:

(i)  Note that A is a specific instance of a Vandermonde
matrix, and since each square submatrix of a
Vandermonde matrix is non-singular, it follows that
each square submatrix of A is also non-singular

(i) The linear independence of the rows of the matrix
H is evident from its structure

(ili) To prove that any n — k columns of H are linearly
independent, consider the following three cases:

e Case (i): Ifall (n —k) columns belong to —AT
As every submatrix of A is invertible, these (n — k)
columns of —AT are inherently linearly independent

e Case (ii) Ifall (n—k) columns belong to 1«
This case follows a similar rationale to Case (i)

e Case (iii) If (n — k£ — &) columns are chosen from
—AT and h columns are chosen from I,—xand 1 <h
<(n—-k-1)

Without loss of generality, let v,v,,.v,,,be
columns from —A"and w,w,,...,w, be columns from
I,.It is to be demonstrated that the columns
Vi Vg Vi W, W,..., W, @re  linearly independent. For
that, on  contrary, let us assume that
Vi, Vo oeey Vi Wi, W, W are linearly dependent. In
this  case, there exist nonzero  constants
BrsByoeos By Vi ¥ore 7y SUCH that:

BVt BoVy+eot By Vo H7W e+, W, =0
LeBVi+B Vot + B Voson == AW =7 Wo = = W,

Since w,w,,..,w, are columns of 1 _,, at most h

components of the vector of length (n — k) in the right side
are non-zero, and the other n — & — 2 must be zero. Hence,
we can construct an (n — k£ — &) X (n — k — h) sub matrix
of A which is not invertible, leading to a contradiction.
Therefore, our assumption is wrong. Thus, every n — k
columns of H(A1) are linearly independent.

(iv)  Now it is to be proved that there exists n — k + 1

columns in H which are linearly dependent.
If we write H =(-A"1,,)=(C,C,---C,), then we have:

C, +C, +2C,, +3C,; +---+ (n-k)C, =0,

i.e. theaboven — &k + 7 columns C,, C,,, ---, C, , of

H are linearly dependent.

n !

Construction Procedure

In the realm of finite field codes, not every parameter
set [n, k] admits the existence of MDS codes. But, in the
context of real number codes, MDS codes exist for any
given parameters [n, k]. The following is the procedure for
construction of a real number MDS code for any desired
length and dimension.

Let n and k be the length and dimension respectively
of the real number MDS code. We choose the parity check
matrix H through which the desired MDS code C [n, k, n
—k + 1] is constructed. Let H= (-A" 1__, ), where I__, is
the identity matrix of order n — k and:

1 1 1 1
1 2 (n—k)
17 2? 3 (n—k)?
A: 3 3 3 3 (1)
1 2 3 (n—k)
1k—l .Zk_l 3k—1 .(n _k)k—l

kx(n-k)

Proposition 1. Let C be the real linear [n, k, d] code
whose parity check matrix H = (-A" 1_,), where I, is
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the identity matrix of order n — £ and A is the matrix in
Equation 1. Then C is an MDS code over the real field.

-1 -1 -1 -1
-1 -2 -2 20
=1 -3 -3 -3t 0
-1 —(n-k) —(n—k)? --- —(n—k)**0

Clearly C is a linear code over R with parity check
matrix H. By Lemma 1 and Theorem 1, C is an MDS code.

Error Correction Using Real MDS Codes

Investigating different directions in coding theory is an
ongoing effort to enhance a code’s error detection and
correction capabilities. Each time a new error-correcting
method is developed, researchers strive to improve the
effectiveness of the code while exploring better encoding
and decoding techniques. “Random errors” are those that
frequently occur during transmission and are
characterized by their independent and unpredictable
nature. These issues are particularly prevalent in scenarios
such as data storage and satellite communication
channels. The error rates experienced depend on the
specific characteristics of the communication channel.

Given a communication channel with an error rate ‘p’,
we present the implementation procedure of a real MDS
code corresponding to the channel. MDS codes are widely
recognized for their optimal error-correction capabilities,
providing maximum reliability in correcting random
errors under various channel conditions. These codes are
essential in ensuring data integrity and robustness in
communication systems.

1 0 0 0
0 1 0 0
G=(I, A =|0 0 1 0
0 0 0 0

The corresponding parity check matrix H is given by:
H=(-A"1,,)

-1 -1 -1 . -1 1
-1 -2 -2 e 20
=(-1 -3 -3 . -3 0
-1 ~(n-k) —(n—k)* - ~(n-k)**0

This procedure ensures the design of an MDS code
tailored to the specific characteristics of the
communication channel, maximizing its error-correction
capabilities while minimizing the impact of symbol errors
during transmission.

Proof. We have:

H=(-AT1,,)

0 0 0 0
0 0
0 1 0
0 0 0 1

The implementation of an MDS code involves careful
design and selection of parameters to meet the
requirements of the communication channel. By utilizing
the properties of MDS codes, one can achieve efficient
error detection and correction, even if a significant
amount of noise and interference is present in the
communication channel. This section explores the
practical aspects of implementing MDS codes and their
significance in enhancing the reliability and performance
of communication systems.

Procedure for Choosing the Generator and Parity
Check Matrices of the Real MDS Code

Consider a communication channel with an error rate
‘p’. To ensure a robust error-correction mechanism,

assume that p<0.5. Suppose p:% , Where s < m and (s,

m) = 1. This condition implies that at most s digits in a
block of m digits of a transmitted word may be corrupted.
Given message length as ‘k’, we aim to construct an MDS
code ‘C’ with length ‘n = mk’ and dimension ‘k’, capable
of correcting  t = ks’ errors. The generator matrix G of C
is constructed as follows:

1 1 1 1
1 2 3 (n-k)
1 2 32

(n-k)*

k-1 k-1 k-1 k-1
1 2 3 (n-Kk)**)

n

0 0 0
1 0 0
0 1 0 0
0 0 0

(n—k)xn
Encoding Using Real MDS Code C
Consider the real MDS code, C [n, k, d]. Let G and H

represent the corresponding generator and parity check
matrices of C respectively. For the given message vector
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U=[u,u,--u]eR*, the expression below represents a
code word in C:

X=UG
= [Xlxz"'xn]

Conversely, any code word X belonging to C can be
uniquely expressed as X = UG, whereu =[u,u,---u, JeR".

Consequently, each word U in R* can be encoded as X =
UG. This process, wherein the elements U of R*are
represented as code words X = UG within the code C, is
referred to as encoding.

Decoding With Real MDS Code C

The efficiency of a code heavily relies on the
effectiveness of its decoding mechanism. This section,
presents a straightforward yet sophisticated approach for
decoding a real MDS code. Consider a scenario where the
vector X is corrupted in at most t places, and the indices
of corruption are represented by the set I c {1, ..., n}. The
received vector Y can be expressed as:

Y=X+e

Where e is an error vector with at most t non-zero
values at positions indicated by 1. Upon multiplying the
received vector Y by H™ we obtain:

S=YH' = (X +e)H" = UGH" + eH" = eH’

The vector S is termed as the syndrome, and owing to
the orthogonality of the columns of H with the rows of G,
the syndrome is solely dependent on the error vector e.
Given the received vector Y, we can calculate the
syndrome S.

If S =0, we infer that there is no error; however, S=0

indicates the presence of errors, facilitating error
detection. The error detection process involves
reconstructing the error vector e by solving the linear
system of equations:

eH" =S 2

The uniqueness of the solution and, consequently, the
uniqueness of the error vector can be ensured if:
d n-k+1
t<—=
2 2

Remark 3. The real [n, k, d] MDS code C has the
capability to detect n — k errors and correct up to ["21]
errors.

An Application of the Real Number MDS Code

This section provides an application of a real number
MDS Code in Federated Learning.

Federated Learning

Federated Learning (FL) emerges as a transformative
paradigm in machine learning, offering a collaborative
approach to model training while safeguarding data
privacy. Unlike traditional centralized methods where
data is aggregated for training, FL empowers individual
devices or participants, referred to as clients, to train
models locally on their own data without directly sharing
it. This approach unlocks significant advantages in
scenarios where data privacy is paramount, encompassing
healthcare, finance, and Internet-of-Things (loT)
applications.

The FL architecture (Fig. 1) typically revolves around
three key entities: Clients, a coordinator, and a server.
Clients, encompassing devices like smartphones,
wearables, sensors, or any device capable of local
computations, hold the decentralized data. The
coordinator, acting as the central entity, orchestrates the
training process. It broadcasts the initial model to the clients,
aggregates their local updates, and iteratively updates the
global model. The server facilitates communication between
the coordinator and clients, enabling the exchange of model
updates and necessary information.

The learning process in nodes unfolds in a well-
defined sequence. Firstly, the coordinator broadcasts the
initial model or the current model state to all participating
clients. Each client then leverages its local data to train the
downloaded model locally, updating the model
parameters based on its specific data distribution.
Subsequently,  clients  generate  local  updates
encapsulating the information learned from their data,
typically  involving  gradients or  compressed
representations of the model changes. These local updates
are then securely uploaded to the server. Upon receiving
local updates from participating clients, the server
initiates the aggregation process. Depending on the
chosen FL algorithm, various privacy-preserving
techniques like averaging, secure aggregation, or
federated averaging are employed to aggregate the
received updates. This aggregated update is then utilized
to update the global model at the coordinator. Finally, the
coordinator transmits the updated global model back to
the clients, and the entire process iterates for a predefined
number of rounds or until convergence is achieved. This
iterative process of local training, update generation,
aggregation, and global model update fosters
collaborative learning of a robust model while
meticulously preserving individual data privacy.
Federated learning paves the way for advancements in
various domains, including healthcare, where
collaborative analysis of patient data can lead to improved
diagnoses and treatment plans without compromising
patient privacy. In finance, FL can enable the
development of personalized financial models while
safeguarding sensitive financial data. Furthermore, FL
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holds immense potential in the realm of IoT, allowing
devices to collaboratively learn and improve their
functionalities without compromising the privacy of the
data they collect. As research in FL continues to flourish,
novel algorithms, communication protocols, and 8
privacy-enhancing techniques are being developed to

Parameters
of local e
model

-
80

"
8385

-

= - -

LLocal model

&= @

address the challenges associated with scalability,
communication efficiency, and robustness against
adversarial attacks. Federated learning stands poised to
revolutionize the landscape of machine learning,
empowering collaborative model development while
upholding the critical principle of data privacy.

e
(2 2

Participants/devices

Fig. 1: Federated learning model

Model Aggregation in Federated Learning

Federated Learning (FL) empowers collaborative
model training while preserving data privacy.
Aggregation, where local updates from clients are
combined, is crucial. For shallow neural networks at each
client, various techniques exist:

Federated Averaging (Fed Avg)

Averages local weight and bias updates across clients
for each layer, offering simplicity and efficiency but
susceptible to poisoning attacks and potentially
suboptimal for non-11D data.

Secure Aggregation

Employs cryptography (homomorphic encryption
or secure multi-party computation) to perform
aggregation on encrypted updates, enhancing privacy
but increasing computational cost and communication
overhead.

Federated Distillation

Utilizes knowledge distillation, where the global
model acts as a teacher and local models as students.
Clients train on their data and soft labels from the global
model, potentially improving performance for non-I11D
data but introducing additional communication overhead.
Choosing the right technique depends on privacy
requirements, data distribution, computational resources,
and communication overhead. Careful consideration of

these factors and network architecture is essential for
selecting the most suitable aggregation technique for your
specific FL application.

Model Errors: Cause and Effects

Federated learning, while offering collaborative model
training with data privacy, introduces wvulnerabilities
during weight matrix transmission between clients and the
server. These vulnerabilities can be exploited through
various attacks like eavesdropping, data poisoning, and
man-in-the-middle attacks, potentially leading to
compromised model performance and privacy breaches.
Attacks can manifest as corrupted values, noise injection,
or data leakage within the weight matrices, ultimately
degrading the global model’s performance (reduced
accuracy, increased generalization error) and potentially
causing complete training failure. Additionally, sensitive
client data might be leaked, raising ethical and legal
concerns. Disrupted communication due to malicious
attacks can hinder the entire training process.

To mitigate these risks, secure communication
protocols like homomorphic encryption or secure multi-
party computation can safeguard weight matrix
confidentiality. Differential privacy, by adding controlled
noise to updates, enhances model robustness against data
poisoning. Furthermore, client authentication and
monitoring mechanisms can help identify and potentially
prevent malicious activities. By understanding these
vulnerabilities and implementing appropriate mitigation
strategies, researchers and practitioners can bolster the

2855



Ravivarma B. et al. / Journal of Computer Science 2025, 21 (12): 2850.2861
DOI: 10.3844/jcssp.2025.2850.2861

security and robustness of federated learning models,
ensuring the integrity of the training process and
protecting the privacy of participating clients.

Case Study

Detection and Correction for Pre-Aggregation
Validation of Client Model Weights

After learning a local model with the data collected
through the local client, the model weight needs to be sent to
the central server as weight matrices. The chance of different
attacks in the communication channel is often observed in
such scenarios. These attacks usually try to manipulate the
weight matrices to corrupt the model aggregation. So, server
needs to validate these weight matrices before performing
the model aggregation. The proposed method can be utilized
for this purpose as shown in Figure 2.

Example 1. Consider a Neural network (Fig. 3) having
3 nodes each for input and output.

The corresponding weight matrix is a 3x3 matrix

Wll W12 W13
given by M = |W,, W, W,, | which is to be
W31 W32 W33
transmitted through a noisy communication channel.
G=(,A)
1 0 0 1 1 1 1
=0 1 0 1 2 3 4
0 0 1 1 4 9 16

and so, the parity check matrix H is given by:

1 -1 -1 1 o0
1 -2 -4 0 1

1 -3 -9 0 0

1 -4 -16 0 0

1 -5 -240 0

] 1 -6 -36 0 0
H=CA= 1 7 49 0 o
1 -8 -64 0 0

1 -9 -8 0 0

1 -10 -100 0 0

1 -11 -1210 0

1 12 ~144 0 0

Encoding

The message vectors U;=[-173] ,U,=[10350],
and U,=[8-24.3] can be encoded as Xi, Xz, and Xs,

respectively, using the generator matrix G as in shown
in Table 1.

-1 7 3
As a particular case, let M = |10 35 0
8 -2 4.3

be the weight matrix to be transmitted through the
communication channel and assume that error rate p=0.4.
We’ll utilize the error correction method described earlier
by constructing a real MDS code to transmit M.

Consider the rows of the weight matrix M as the
message vectors. Represent:

u,] [ 7 3
M =|U, |=[10 35 0
u, -2 43

Note that, here, the message vectors are Ui, Uy, and Us
of length 3 such that Uy =[—1 7 3], U, =[10 3.5 0] and Us

= [8—2 4.3]. Additionally, with p = 04 = é,we have s

=2 and m = 5. Since k = 3, the length of the code isn =
km = 3x5 = 15. Consequently, we construct a [15, 3] real
MDS code (i.e., d = 13) to transmit M by sending a code
word of length 15 for each row (message) one by one.
Sine C is MDS, it can be used to detect up to 12 errors and
correct up to 6 errors in any received word.

The generator matrix G is constructed as:

1 1 1 1 1 1 1 1
5 6 7 8 9 10 11 12
25 36 49 64 81 100 121 144
0 0 O O O0O0OO0O O OO0
0 0 0 O0O0OO0OOCOTOFO
1 0 0 0 00O O O O
0 1 0 0 000O0C O O
0 0 1 0 000O0 O O
0 0 O 1 0000 O O
0 0 O 0 100 0 O O
0 0 O 0 010 0 0 O
0 0 O 0 0010 0O
0 0 O 0 00 0 1 0 O
0 0 O 0 00 0 0 1 O
0 0 O 0 000 O 01

Table 1: Encoding
Message Vector Ui

Code word Xi= UiG

Ui=[1 7 3] X1=[173 925 47 75 109 149 195 247 305 369
439 515]

Us=[10 35 0]  X2=[103.5013.517 20.5 24 27.5 31 34.5 38
41,545 485 52]

Us=[8 -2 4.3] X3=1[8 —2 4.3 10.3 21.2 40.7 68.8 105.5 150.8

204.7 267.2 338.3 418 506.3 603.2]
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Fig. 3: A sample neural network and weight matrix
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The code words Xz, X2, and Xz are to be transmitted
through the channel. Upon reception, let’s denote the
received vectors as Yi, Yz, and Y3, respectively.

As a particular case suppose:

Y,=[-17 39 25 47 75109 149 195 247 305 369 439 515]
Y,=[10 4.5 0 13.5 17 22 24 27.5 31 34.5 38 415 45 45.5 52|

Y3=[6 0 4.313.3 21.2 41 68.8 105.5 150.8 204.7 267.2 339 418 506.3 602]

Note that Y1 has no error, Y has 3 errors occurring at
the 2", 6" and 14" positions and Y3 has 6 errors occurring
at the 1%, 2", 4% 6" 121 and 15" positions.

Decoding

Decoding involves two main steps: syndrome
calculation (for error detection) and error correction.

Step I: Syndrome Calculation (Error Detection)

The first step in decoding is to calculate the
syndrome for each received vector. The syndrome is a
vector obtained by multiplying the received vector by
the transpose of the parity check matrix H. It helps to
detect whether errors have occurred during transmission.
The syndromes of the received vectors are shown in
Table 2.

Table 2: Decoding
Received Vector Yi

Y1=[-17 39254775109 149 195 247
305 369 439 515]
Y2=[1045013517222427531345 S;=[-1-2-15-4-5-6-7-8
38 41.5 45 45.5 52] -9-10-14 -12]
Y3=[604.313.321.24168.8105.5 S3=[3-2-3.7-6-8-10-12 -
150.8 204.7 267.2 339 418 506.3 602] 14 -15.3 -18 -20 -23.2]

Syndrome Si= YiHT
S1=[000000000000]

From the syndromes, we can infer the following:

— Since S; = 0, the received word Y; has no error.
Consequently, we can conclude that Y; itself
represents the transmitted message vector X;

— On the other hand, S; and Ss are not zero vectors,
indicating that errors have occurred in both.
Therefore, we need to employ the error correction
procedure to decode both Y, and Y3

Step Il: Error Correction

To correct the errors in Y, and Y3, we need to find the
error vector ‘e’.

The syndrome of the error, denoted as Serror, iS
obtained by multiplying the error vector ‘e’ by the
transpose of the parity check matrix H. The syndrome
helps to identify the error pattern. Once we have the
syndrome Serror, We Can use it to determine the error
pattern and correct the received word. If the error vector
is:

e= [e1 €, €836, 6 € € € € €, €,6,€6,38, e15]

Then the syndrome of the error is:
error — eH™ =

[-e —e,-¢, +e, -e -2¢,-4e,+e, —€ —3¢,-9¢e, +¢;

-e —4e,-16e, +e, —e-5¢,-25%,+¢, —e —6e,—36e,+¢,
-e,-8¢,-6de,+e, —e-9%,-8le,+e,
_91_1162_12193+914 _91_1292_14493+615]1x12

-6, —7e,-4%,+e,
—g,-10e,-100¢, +e,

Error Correction in Y2

By equating Serror and Sy, we get:
- —¢,—¢e,+¢,=-1 —-e—2e,-4e,+e,=-2
- —3e,-9%,+e,=-15 —e,—4e,-16e,+e,=—4
-6 —5e,-25¢,+€,=-5 —e,—6e,—36e,+e,=—6 ®)
-6 —7¢,-49%,+e,=—-7 —e,—8e,—-64e;,+e,=-8
—e,-10e,-100e,+¢,,=-10

—e,—12e,-144e,+e,,=-12

-6 —-9¢,-8le,+¢,=-9
-6 —1le,-121e,+e,,=-14

Solving the above system of equations, we find:

e,=—11.5x, +22x,-10.5x,+67
e,=55x, —99x, +45x,-297

e, =36X, —63x, +28x,-187.5

g, =21x, —35x, +15x,-105 ()
€,=10x, —15x, +6x,—-45

e,=3% —3%, +%,-9

e =66x, —120x, +55x,—-360
e,=0.5x, —x, +0.5x,-3

e, =45x, —80x, +36x,—240
e, =28x, —48x, +21x,-144
e, =15x, —24x, +10x,-72
e, =6x, —8x,+3x,—-24

€3 =% €y =X
e15 X3

Since t = 6, at most six e;’s are non-zero. Solving the

system we get the required solution:

e,=0,e,=1e,=0,e,=0, e,=0,e,=1.5,e,=0,6,=0
€ =0,6,=0,e,=0,e,=0,¢,=0,e,=-3,¢,=0

This provides the transmitted code word:
Xo=Yy—e
:[10 45 013517 22 24 275 31 34538 41545455 52 ]—
[01000150000000-30]
=[10 35 0135 17 205 24 27.5 31345 38 41.5 45 485 52 |

Error Correction in Ys

By equating Serror and Sz, we get:
-6 -€,-8,+€,=3
-e—-3e,-9%,+e,=—3.7
—e,—5¢,-25¢e,+¢e,=-8
- —7e,-49,+e,=-12
- —9%,-81e,+¢,=-153
-e,—11e,-121e, +e,=-20

—-e—2e,-4e,+e,=-2
—-e,—4e,-16e,+e,=—6

—e,—6e, —36e, +6,=-10 ()

—e,—8e,—-64e,+e,=-14

—e,—10e,-100e, +¢,=-18

- —12e,-144e, +e,=-232

Solving the above system of equations, we find:

2858



Ravivarma B. et al. / Journal of Computer Science 2025, 21 (12): 2850.2861
DOI: 10.3844/jcssp.2025.2850.2861

e,=66x -120x, +55%,+64  e,=-11.5x +22x,-10.5x,-10.6
e, =55, —99x, +45x%, +57

8, =36, —63X,+28x%,+33.9

8, =21x, —35x, +15x,+18
€,,=10x =15, +6X,+7.2

8,=0.5x —X,+0.5%,+0.6

e, =45x, —80x, +36x,+43.2
g, =28x, —48x, +21x,+25.2
g, =15x, —24x, +10x,+12
€, =6x —8x,+3x,+3.6
=%

Bi5=X

(6)

€, =3X —3%,+%,+1.9
€4 =X,

Since t = 6, at most six &;’s are non-zero. Solving the
system we get the required solution:

e=—2¢,=2,6=0e,=3e =0, =0.3e,=0,6,=0
e,=0,e,=0,e,=0,e,=0.7,e,=0,e,=0,e,=-12

This provides the transmitted code word:

X; =Y, —¢

=[6 0 4.3 13.3 21.2 41688 1055 150.8 204.7 267.2 339 418 506.3 602]—
[2203003000000700 -1.2]

=[8 -2 43103 21.2 40.7 68.8 105.5 150.8 204.7 267.2 338.3 418 506.3 603.2 |

Hence, the received vectors Yi, Y2 and Ys; are
respectively decoded correctly as:

X, =[-17 39 2547 75109 149 195 247 305 369 439 515],
X, =[10 35013517 20.5 24 27.5 31 345 38 41.5 45 485 52],

X,=[8 -2 43103 21.2 40.7 68.8 1055 150.8 204.7 267.2 338.3 418 506.3 603.2]

Discussion

The reliability of a communication system
fundamentally depends on its error detection and
correction capabilities. The capabilities are determined by
the various parameters of the code. One of the most
important parameters is minimum distance ‘d’ of the code,
which is the minimum number of changes needed to convert
one codeword into another. Larger the minimum distance,
the maximum is the system’s capability to detect and correct
errors, making it desirable to construct codes with the
maximum possible ‘d’ to ensure a reliable communication.

In this work, a real-number Maximum Distance
Separable (MDS) code has been constructed, designed to
maximize the error detection and correction. For a
communication _system characterized by an error
probability p(= i) and a message length k, we developed
a real-number [k, d] code, where n =kmand d = n—k
+ 1. The result is a code that achieves the MDS property,
meaning it can detect and correct the highest number of
errors theoretically possible for the given parameters. This
construction can be utilized to systems which transmit
continuous or analog signals, encoding any message of
length k into a real n-vector.

The properties of the constructed code ensure that it
can detect up to n — k random errors and correct up to

["T_k] random errors in a received word of length n. This

feature makes the code optimal among all [n, k] linear codes,
as it attains the maximum error detection and correction
capability. The practical implications of this include
increased reliability and data integrity in communication
systems, even when noise or interference is present.

To demonstrate the applicability of real-number MDS
codes, a case study was conducted in the context of
federated learning, a domain where communication
reliability is paramount. In this example, a real weight
matrix of dimension 3x3 was transmitted through a noisy

channel, with the error probability set at p:0.4(:§j

Here, the constructed real-number code was a [15, 3, 13]
linear code, implying that the code length n was 15, the
message length k was 3, and the minimum distance ‘d’
was 13. This configuration allowed the detection of up to
12 random errors and the correction of up to 6 random
errors in a received word of length 15.

The simulation explored three scenarios:

e No Error Scenario: The received word had no error, and
the decoding confirmed accurate data transmission

e Moderate Error Scenario: The received word contained 3
errors, which were successfully corrected, validating the
code’s detection and correction accuracy

e High Error Scenario: The received word had 6 errors
the maximum that the code could correct and all errors
were successfully recovered, demonstrating the code’s
optimal performance

These results underscore the robustness of the real-
number MDS code in maintaining data integrity even in
high-noise environments, which is critical for applications
requiring reliable communication.

Limitations and Future Directions

While the proposed real-number MDS code offers
optimal error detection and correction, the construction
inherently results in longer code lengths. The larger code
length could be seen as a drawback in scenarios where
bandwidth is limited or when lower-latency
communication is needed. However, given the significant
computational power available today, this length is not a
critical barrier. Future research could look into finding
new constructions that minimize code length while
preserving the same level of error correction, thus
increasing efficiency without sacrificing performance.

Further research could also design specific coding
strategies that adapt to varying channel conditions, which
will maximize the communication system’s performance
under different noise environments. Additionally, the
intersection of real-number MDS codes with emerging
fields such as quantum communication and machine
learning-based signal processing presents intriguing
possibilities for enhancing data security and error resilience.

Overall, while the proposed MDS code framework has
demonstrated strong theoretical and practical performance,
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there is ample room for innovation in refining its efficiency,
exploring its implementation challenges, and expanding its
applicability to new domains.

Conclusion

Real number codes are used for detecting and
correcting errors in communication systems that handle
analog signals or continuous data. Real number Maximum
Distance Separable (MDS) codes are used for correcting
maximum number of errors in such communication systems.
This work proposes a class of real number MDS codes.

Through the design of a practical and systematic
methods for encoding and decoding messages using the
proposed real MDS codes, this work contributes
significantly to the existing theory of error-correction codes
in communication systems transmitting continuous data.
Furthermore, the application of these real MDS codes is
explored in federated learning to validate the real data
transmitted. This underscores their versatility and relevance
in contemporary technological landscapes.

As technology continues to evolve, the development
and refinement of error-correction mechanisms remain
paramount. The insights gleaned from this research not
only offer theoretical advancements but also pave the way
for practical implementations, fostering enhanced
reliability and efficiency in communication systems and
beyond. In essence, the exploration of real-number codes,
particularly MDS codes, opens new vistas for innovation
and optimization in the realm of error detection/correction
methodologies, promising a more robust and resilient
communication infrastructure for the future.
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